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Abstract—The main objective of this study is to form a unique
and economical steganographic technique for digital pictures
employed for secret transmission using texture and fuzzy logic.
This technique is employed to embed data in the carrier image
and to extract the hidden message within the same carrier image.
Initially, fuzzification, which transforms the carrier and the
secret image into numerous bitplanes, is completed. Pixel number
calculation is completed in the original image. Then, feature
extraction is completed in the secret image. Finally, pixel merging
follows within the sender region by assigning white and black
pixels in the original image and in the secret image. Pixel
numbers and texture features are extracted and can be used as a
key for retrieving the embedded image from the receiver. This
modified approach can be applied in various images.
Experimental results reveal that this method will hide and
retrieve the secret messages in a carrier accurately.
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l. INTRODUCTION

Maintaining secrecy and security of confidential data over
the internet and cloud is very important. Cryptography and
steganography are techniques which can be used together to
maintain security and secrecy of highly confidential data over
the computing environment. Steganography is the method of
providing information security for secret images by inserting
the message in other messages (carrier images). The proposed
methodology provides more than one level of security since it
combines value and texture features of all the pixels present in
the entire image. Steganography is finalized with numerous
enhancements in medium and within the secret pictures. Data
hidden in images are most commonly used as input [2, 3]. In
this case, the medium which is concealing the data is a picture.
The picture will be outlined as a two-dimension coordinate
function f(x,y), where x and y represent the coordinates, and f
the intensity [1]. During this process, the picture is considered
as a matrix of two dimensions.

Regarding the proposed methodology, the text that is to be
embedded in a picture is a grey image. Embedding will be done
by the application of fuzzy rules on the region merging process.
The embedded text will be retrieved simply by the receiver
who is aware of the defuzzification method. The most
significant part this methodology is that it can be used by any

end user. This technique only concentrates on the image’s
ability of carrying hidden data.

1. LITERATURE SURVEY

Many techniques for information hiding were proposed in
[4-6, 8-10, 11-15, 18, 20]. Authors in [16, 17] proposed a
method for information hiding. They tried to hide the data
using a domain supported fuzzy logic-based methodology. The
benefit of this methodology is that it is computationally less
complicated compared to existing data hiding strategies.
However, the information which is to be hided is sensitive in
nature and it's easy to be destroyed by creating a little
amendment within the overall data and by dynamical with none
explicit visibility. Author in [4] proposed a methodology for
the replacement of data in an image. Secret information is
hidden as an image by employing a fuzzy based method and
cryptography technique which creates minimum distortion
within the entire image which ends up in a high quality stego
image. The main advantages of this methodology are that it
yields a better rate in embedding information and it improves
overall security. Authors in [18] designed a strategy supported
by the mix of a hybrid fuzzy c-means formula and SVM for
proposing steganography. Their model creates an activity such
that the key messages are convertible. Authors in [3] developed
a replacement schema for steganography by least bit technique
for utilizing the hybrid-based edge detector technique. Their
technique wuses a combination of character detection
methodology and edge detection algorithms supporting fuzzy
logic. This methodology overcomes the existing methods of
steganalysis systems. It additionally generates prime quality
stego pictures.

Every steganography-based technique has its own
disadvantages. Authors in [12] worked on the various
disadvantages of already used steganography systems. Authors
in [7] elaborated three kinds of steganographic attacks: in
hardiness, in presentation, and in interpretation. Most of the
prevailing works used threshold based algorithms, fuzzy C
means algorithms, and neural networks-based algorithms. Also,
it has been observed that most of the existing methods show
less accuracy in hiding images with more information.
Therefore, a new methodology to embed secret messages in a
carrier image more effectively is necessary.
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IIl.  PROPOSED METHODOLOGY

A combination of texture and fuzzy logic-based pixel
merging methodology is proposed for embedding information
as an image into a carrier image. This combination makes an
effective process of steganography, while the quantity of the
secret information can be augmented. The proposed
methodology is a combination of processing biplanes, texture
features of an image and fuzzy rules applied to both original
and secret images. The proposed architecture is shown in
Figure 1.
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Fig. 1. Architecture of the proposed method

A. Steganographic Image Generation
The planned technique consists of the subsequent steps:

e Grey scale original and secret images are considered as
input pictures.

e The algorithm counts the amount of black and white pixels
in each input picture.

e Input pictures are separated into four monochrome pictures
in order to get the bit values from every bitplane.

e The bit pair representing the background is referred to as
“lower nibble” and the remaining pair of bits that represents
the foreground image is referred as “upper nibble”.

e Pixel merging is completed within the sender area by
distributing the white and black pixels to the first image
using fuzzy logic by scrutinizing the pixels in the original
and secret image. It conjointly calculates pixel range from
both images.

e Textural features are additionally calculated for the
complete images starting from the first pixel. This process
is employed to generate the key for encrypting the hidden
image.

e Finally, the obtained area of pixels comprises the
steganographic image.

B. Fuzzification

Fixing the values of one set of crisp value to a different
fuzzy set of qualitative illustration is termed as fuzzification. In

several fuzzy strategies like fuzzy based process, fuzzy C-
means and fuzzy based reasoning, intensity transformation of
values towards various numerals is processed in the initial
stage. In the current study, the fuzzification method is the
formation of four bitplanes as shown in Figures 2(a), 2(b) and
2(c). The input could be a monochrome image which contains
black and white pixels.

C. Pixel Number Calculation

Pixel number is computed in order to find the place in the
original image where a pixel of the secret image can be
incorporated. It is used for decoding the secret message from
stego image.

D. Feature Extraction

Texture provides some necessary information concerning
the structural arrangement of varied surfaces in an image.
Texture features accustomed in a unit area can classify the
different types of pixels in an image. Grey level co-occurrence
matrix (GLCM) options are calculated for the image border
regions. For this, features such as correlation, energy, contrast,
homogeneity are calculated.

E. Description of the GLCM Features

In this method, gray level co-occurrence matrix properties
like entropy, energy, contrast and homogeneity are computed.
The four GLCM properties used in this method are:
1) Energy

The energy returns the sum of the squared elements in
GLCM. The Energy ‘E’ can be calculated by using (1):

i p@i,)? 1)
2) Homogeneity

Homogeneity is a value that counts the closeness of the
elements in the GLCM to the its diagonal. Homogeneity ‘H’ is
computed by using (2):

p(.)

St @)

3) Contrast

Contrast computes the intensity between a pixel and its
neighbors for the entire image. The contrast ‘Co’ of a pixel can
be computes as:

Co=%;;11—jI>p@i)) ®)
4) Correlation

Correlation computes how a pixel is correlated to its
neighbor for the entire image. The correlation ‘Cr’of an image
can be calculated by (4):

(—pNG-p)HPGE))
5, LpU=RDPG) (4)
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These features are calculated for the pixels present in the
original image and in the secret image. An intruder who intends
to modify the hidden data can’t predict or calculate the feature
values of the image. This ensures that the information cannot
be deciphered by intruders.
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Fig. 2.

F. Fuzzy Rules for Pixel Merging

Pixel merging is the method of merging two or more pixels,
and here it is completed with the support of fuzzy rules. Four
rules where set for this method. This method compares the
pixels of original and secret image and hides the key image in
the original image. All the fuzzy rules begin the iteration from
the initial pixel of the original and secret image.

e Fuzzy Rule 1: If the pixel in original image (O) is black (b)
and the pixel in secret image (S) is white (w) then, go to the
next pixel of the original image.

e Fuzzy Rule 2: If the pixel in O is w and the pixel in Sis b
then, calculate the pixel number and correlation value of the
entire pixels of the original image. Then merge the pixel of
S with the one of O. After merging, go to the next pixel in
both images.

e Fuzzy Rule 3: If the pixel in O is w and the pixel in S is b,
then go to the next pixel in S.

e Fuzzy Rule 4: If the pixel in O is b and the pixel in S is b,
then go to the next pixel in both original and secret image.

G. Encoding the Message

The pixel number of the original image combined with the
feature values are the key which is given to the receiver. The
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Fuzzification of (a) a real world original image, (b) a Matlab database image (© M.1.T.) and (c) a secret information image and their bit planes
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receiver will extract the hidden data from the original image by
distinction of the proper pixel and by subtracting the texture
feature values from it. Since the pixels combined with the
texture feature values are taken into account as a key for
extracting the hidden data, this method is considered as secure
in comparison with different existing steganographic
techniques.

IV. RESULTS AND DISCUSSION

This methodology uses Matlab. The results were obtained
by giving the input image along with the carrier image. From
the obtained results, it can be noted that the carrier and also the
output stego image were indistinguishable visually as shown in
Figure 3. The efficiency of this technique is decided from the
peak signal to noise ratio (PSNR) and the mean square error
(MSE). MSE and the PSNR are the metrics used for
scrutinizing the quality of a picture. In general the quality of
the processed image is high when the PSNR is high. Low MSE
means then the error between the processed and the original
image is low. These parameters are outlined as:

PSNR = 10 log,,(R?/MSE ) (5)

where, M and N are the number of rows and columns in the
input images. The MSC value is calculated by using (6):
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— 2
MSE = Ym Nl (mn)— I (m,n)] (6)
M*N

Table | presents the accuracy obtained from the PSNR and
MSE values for a few sample data as secret original images.
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The projected methodology is compared with LSB based
steganography technique [4] and the existing method described
in [19]. Results ascertained that the proposed technique offers
higher performance than the LSB and the existing technique.

File Edit View Inset Tools Desktop Window Help
ROV EL-|S(0 >

Stegano Image

DEde|k

File Edit View Inset Tools Desktop Window Help E
DEHde | M AAODEL- 2|08 | aDd

Stegano Image

SECRET MESSAGE

Fig. 3. Results of the original and stegano image for real world and database images
TABLE I. ACCURACY BASED ON PSNR AND MSC
Image PSNR MSE PSNR MSE PSNR MSE
g (Existing method) (Existing method) (LSB based method) (LSB based method) (Proposed method) (Proposed method)
Image 1 53.0288 0.1176 52.1268 0.1184 57.1268 0.1044
Image 2 59.0198 0.1084 57.0918 0.1390 62.0918 0.0190
Image 3 61.1187 0.2217 61.0435 0.2306 62.0435 0.1106
Image 4 57.0198 0.1196 54.0211 0.1293 54.4101 0.0293
Image 5 58.0139 0.2164 56.9131 0.2142 59.8731 0.1142
V. CONCLUSION REFERENCES

A modified steganographic technique is proposed in order
to insert a secret message in a carrier image. The proposed
technique can obtain better results than the LSB based and
existing steganographic techniques regarding the quantity and
the size of the hidden message. This methodology performs
well in terms of required time to retrieve the hidden data from
the carrier image. The obtained results reveal that this
methodology offers better results in concealing a large number
of pixels in an image. This methodology offers improved
efficiency and accuracy when compared to the existing
methods. It additionally offers extra since the texture features
of the original and the secret image are combined. The
performance of the proposed method can be revealed by the
higher PSNR and lower MSE values for different images.
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