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ABSTRACT

The fast growth of Vehicle-to-Everything (V2X) networks requires privacy-preserving Intrusion Detection
Systems (IDSs) for effective operation. The proposed Federated Long Short-Term Memory Autoencoder
(Fed-LSTM-AE) framework allows distributed vehicular clients to perform collaborative anomaly
detection through model parameter sharing without exchanging raw data. The framework enables each
client to create its own LSTM-based autoencoder model of normal traffic patterns while sharing only
model parameters with a central server through federated learning to maintain data privacy and improve
system scalability. Experiments using the VeReMi dataset show that Fed-LSTM-AE achieves better
performance than the centralized LSTM, one-dimensional Convolutional Neural Network (1D CNN),
Random Forest, and Isolation Forest baseline methods in terms of detection accuracy, F1-score, and Area
Under the Receiver Operating Characteristic Curve (ROC-AUC) metrics. The framework shows strong
detection performance against various attack types while achieving efficient federated training
convergence and maintaining stability under non-Independent and Identically Distributed (non-IID) data
conditions. The results demonstrate Fed-LSTM-AE's suitability for real-world V2X deployments because
it maintains privacy protection while being adaptable and communication-efficient.

Keywords-V2X security; federated learning; LSTM autoencoder; vehicular networks; privacy preservation;

anomaly detection

I.  INTRODUCTION

The fast development of Intelligent Transportation Systems
(ITS)  together  with  Vehicle-to-Everything  (V2X)
communication technologies has revolutionized connected and
autonomous mobility systems. The transportation ecosystem
benefits from V2X through its four communication modalities,
which include Vehicle-to-Vehicle (V2V), Vehicle-to-
Infrastructure (V2I), Vehicle-to-Pedestrian (V2P), and Vehicle-
to-Network (V2N) communication, for smooth information
sharing between different entities [1-6]. The connected nature
of these systems enables substantial improvements in road
safety, traffic efficiency, and real-time decision-making [7].
However, the open and distributed nature of vehicular networks
creates multiple security vulnerabilities, which endanger the
reliability and integrity of these systems. The V2X network
faces numerous cyberattacks, including GPS spoofing, Sybil
attacks, message injection and replay attacks, and Denial-of-

Service (DoS) exploits. These threats compromise both data
integrity and network availability, posing direct risks to
physical safety that can lead to vehicle accidents and worsen
traffic congestion [8, 9].

The deployment of effective and scalable intrusion
detection mechanisms becomes more difficult because
vehicular environments present high mobility, strict latency
requirements, and intermittent connectivity. Signature-based
Intrusion Detection Systems (IDSs) and centralized anomaly
detection frameworks fail to address the distinctive challenges
of V2X networks because of their traditional, static security
solutions. Deep learning techniques have shown promising
results in traffic pattern modeling and anomaly detection using
Long Short-Term Memory (LSTM) networks [10, 11] and
Convolutional Neural Networks (CNNs) [12, 13]. The current
practice of centralized model training for these systems
requires large-scale data storage and collection, which worsens
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privacy and latency issues in vehicular environments. These
approaches fail to address the fundamental decentralized
characteristics and heterogeneity of vehicular data. Moreover,
they often fail to recognize the natural diversity and distributed
characteristics of vehicular data.

To address these challenges, this study proposes a
Federated LSTM Autoencoder (Fed-LSTM-AE) framework for
anomaly-based intrusion detection in V2X networks. The
proposed system uses federated learning and deep sequential
modeling to enable collaborative and privacy-preserving
training of anomaly detectors across distributed vehicular
nodes. Each vehicle independently trains an LSTM
autoencoder on its local benign traffic data, transmitting only
the learned model parameters, never raw data, to a central
server. The server then aggregates these parameters via a
federated averaging strategy, yielding a global model that
generalizes across heterogeneous clients while safeguarding
privacy and minimizing bandwidth consumption.

The proposed method achieves high efficacy and robustness
through experiments with the VeReMi dataset [14], which
serves as a standard benchmark for V2X misbehavior
detection. The proposed method is evaluated against four state-
of-the-art baselines, including a centralized LSTM classifier, a
one-dimensional CNN (1D CNN), Random Forest, and
Isolation Forest models. The performance evaluation uses
standard metrics which include accuracy, precision, recall, F1-
score, and Area Under the Receiver Operating Characteristic
Curve (ROC-AUC). The paper also includes a per-attack
analysis to show how the proposed detection model performs
on different attack types, including GPS spoofing, position
injection, Sybil attacks, and replay attacks.

The main contributions of this study are as follows:

e The proposed Fed-LSTM-AE framework represents a novel
solution for anomaly-based intrusion detection in V2X
networks, which fulfills both privacy preservation and
scalability requirements.

e The development of a comprehensive federated learning
architecture implemented using the Flower framework and
TensorFlow, capable of simulating decentralized training
across vehicular clients.

e Extensive benchmarking against four competitive IDS
baselines on the VeReMi dataset, demonstrating superior
performance in both aggregate and per-attack detection
metrics.

e An analysis of each attack demonstrating the model's ability
to handle different types of adversarial scenarios.

II. METHODOLOGY

The proposed Fed-LSTM-AE framework for anomaly
detection in V2X networks includes a detailed design and
operational workflow that addresses the specific requirements
of vehicular environments. The framework is specifically
designed to handle decentralized data generation and real-time
detection while maintaining privacy standards and supporting
the geographical scalability of vehicular nodes. The
methodology achieves its objectives by integrating four main

components into a unified system, including a local LSTM
autoencoder for learning benign traffic patterns, a federated
learning protocol for privacy-preserving collaborative model
training, a reconstruction-based anomaly detection mechanism,
and a realistic federated simulation environment built using the
VeReMi dataset. The following discussion presents each
component with  structured pseudocode to  ensure
methodological transparency and reproducibility.

A. Local Model

Each vehicular client trains a local LSTM autoencoder to
learn the temporal structure of benign V2X communication
data. The autoencoder consists of two parts: an encoder that
transforms time-series inputs [14] into a constant-size latent
vector and a decoder that tries to rebuild the original sequence
from this vector. Let the input to client i and be a sequence of T
time-ordered feature vectors:

X® = {xf‘),xg), ...,x}l)}, xt(’) € R¢ (1)
where each xi(t) is a d-dimensional vector containing features
such as position, speed, heading, and message timestamp at
time t. The encoder processes the input sequence using stacked
LSTM layers to capture temporal dependencies and compress it
into a hidden representation h [15]. The decoder is initialized
using the final hidden and cell states of the encoder and
reconstructs the input sequence:

RO =20 20 20y )

The model is trained to minimize the reconstruction loss
using the Mean Squared Error (MSE) between the original and
reconstructed sequences:

r® 1

rec T

; .
Ll = 221, 3)

This unsupervised training strategy [16] allows the model
to learn a compact representation of benign behavior without
requiring labeled attack data. Since the model is trained solely
on normal traffic, it is expected to yield low reconstruction
error on benign inputs and higher error on anomalous or
adversarial sequences. The training process is executed locally
on each client, with no raw data shared externally. Once local
training is complete, each client contributes to the collaborative
model optimization process via federated learning, as described
in the next subsection.

B. Federated Learning Protocol

The implementation of the synchronous Federated
Averaging (FedAvg) protocol enables collaborative learning
between multiple vehicular clients while maintaining data
privacy [17, 18]. The system design allows clients to maintain
their local V2X traffic data while sending trained model
parameters to the central server. This approach minimizes
bandwidth usage and protects sensitive vehicular data from
exposure because it eliminates the need to share raw data. The
server-side coordination process is described in Algorithm 1.
The server initiates each communication round by choosing
random clients for participation. These selected clients receive
the current global model parameters and perform local training
using their private datasets. After local training, clients send
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their updated model parameters back to the server, which
aggregates them using a weighted average based on the number
of samples in each local dataset. This results in an updated
global model that reflects the combined knowledge of the
participating clients.

Server—-side federated
coordination

(initial global model
parameters), K

Algorithm 1:

Input: 6,

(total number of
clients), T (number of training
rounds, C (fraction of clients
selected per round) (0<C<1)

Output:0; (final trained global model)

1: Initialize 0 =06,

2: For each round t = 1 to T do:

3: Randomly select a subset S of [C X K]
clients
4. For each client i in § (in
parallel):
5: Send current global model 6 to
client i
6: Receive locally updated model 6;
from client i
7 End for
8: Aggregate all client updates:

6 < X(ID:|/1DI) - 6;
where |D;| is the size of client i's
data, and |D| is the total data
across all selected clients
9 : End for
10: Return 6 as 07
This aggregation process ensures that clients with more
data influence the global model proportionally more, thereby
improving  generalization across heterogeneous data
distributions. The local training executed by each client is
described next in Algorithm 2.

Algorithm 2: Client-side local training
Input: Client ID i, global model
parameters 6
Output:Updated local model parameters 6;
1: Initialize 6;,=86
2: Load local dataset D;
3: For each epoch from 1 to E do:
4 Divide D; into mini batches of size
B
For each mini batch b in D;:
Compute reconstruction loss L =
AutoencoderLoss(b, 6;)
7 Update 6; using gradient descent
8: End for
9: End for
10: Return 6;
The key operation during local training is the calculation of
the reconstruction loss for each mini batch, which quantifies

how well the model replicates input sequences. This is detailed
in Algorithm 3. The autoencoder loss is computed as the MSE
between the input and reconstructed sequences. It serves as
both the training loss during local optimization and the
anomaly score during inference.

Algorithm 3: Autoencoder loss computation
Input: Mini batch b of V2X sequences,
model parameters 6
Output:Batch loss Ly

1: For each sequence X in batch b:

2: Encode X - latent vector h using the
LSTM encoder

3: Decode h - reconstructed sequence X
using LSTM decoder

4: Compute squared error:

loss = ||X—)?||2
5: End for
6: Compute the average loss across the
batch:
Lyoc =(1/b) x sum of all individual
losses
7: Return L.

The loss L,,. is minimized during local training and later
used in the global inference phase to detect deviations from
benign traffic patterns. After multiple rounds of federated
updates, the global model captures a generalized representation
of normal V2X behavior. This enables robust detection of
malicious sequences, as described in the next subsection.

C. Anomaly Detection

Once the global LSTM autoencoder has been trained
through multiple rounds of federated learning, it is deployed to
participating vehicles or centralized infrastructure for real-time
inference [19-21]. The primary role of the autoencoder during
inference is to evaluate whether a given V2X communication
sequence conforms to the learned benign patterns. This is
accomplished by computing the reconstruction loss for each
input sequence. Let X' = {x; ,x3, ..., x7} be a new sequence of
observed V2X features, where x{ € R? is the feature vector at
time t. The trained autoencoder attempts to reconstruct this
sequence, resulting in X' = {%1,%5,...,%7,}. The anomaly
score is then calculated using the MSE over the sequence:

! 1 ! of
Lyec(X) = T ZZ:l”xt - xt”% 4

A threshold 7 is established to differentiate between normal
and anomalous behavior. This threshold is typically selected
empirically by analyzing the distribution of reconstruction
losses on a held-out validation set containing only benign
samples. In this work, we set T to the 95th percentile of the
validation loss distribution, which effectively captures the
upper bound of normal variations while minimizing false
positives. The final anomaly decision rule is defined as:

1, if Lyo(X") > t (anomalous)

Anomaly (X') = {0, otherwise (benign)

(&)

This threshold-based approach is inherently unsupervised
and does not rely on labeled attack data, which are often
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unavailable or insufficient in real-world V2X scenarios.
Moreover, since the model is trained only on normal data, it is
well-suited to detect zero-day attacks and previously unseen
anomalies that deviate from learned benign behavior. This
detection mechanism is later evaluated in our experiments
across multiple attack categories, including GPS spoofing,
position falsification, Sybil identity fraud, and replay attacks.
Before presenting those results, the next section describes how
the VeReMi dataset is partitioned to simulate a realistic
federated environment across heterogeneous vehicular clients.

D. System Integration

The Fed-LSTM-AE framework requires an operational
framework that combines end-to-end training with aggregation
and inference operations in a federated V2X network. The
modular and scalable architecture provides both privacy
compliance and practical deployment of the methodology
described earlier. The system consists of two main
components, including vehicular clients that represent
individual vehicles or roadside units, and a central server that
manages global training and aggregation. The VeReMi dataset
is divided into non-Independent and Identically Distributed
(non-IID) subsets, which each client receives separately to
represent its unique localized communication behaviors under
different spatial and temporal conditions. The established setup
duplicates actual heterogeneous V2X environments.

The clients perform local LSTM autoencoder training using
only benign data because vehicles do not possess attack data
labels in real-world scenarios. The clients send model
parameter updates to the server following each training round
instead of sharing raw data, which protects privacy and
minimizes communication costs. The central server executes
the federated learning protocol by sending the global model to
random client subsets during each round and then gathering
their weight updates to perform FedAvg based on dataset sizes.
The process continues until the model reaches convergence.

The trained global model serves as a deployment tool for
inference purposes, either at the edge through client
deployment for decentralized real-time anomaly detection or at
the server level. The LSTM autoencoder uses reconstruction
loss to evaluate new V2X sequences during inference and
identifies anomalies when sequences exceed a predefined
threshold, thus enabling detection of zero-day attacks without
needing labeled adversarial data. The implementation utilizes
the Flower framework for federated learning, together with
TensorFlow for model training. The simulated environment
allows clients to function autonomously while supporting
parallel operations. The VeReMi dataset undergoes
preprocessing to create normalized fixed-length sequences
before being distributed across up to ten client nodes. The
testing process uses attack data exclusively, whereas training
operates only on benign data.

The integrated system provides strong, privacy-preserving
anomaly detection capabilities for V2X networks when
operating under actual federated system limitations. The
following section explains the experimental setup, which
includes model configurations, evaluation metrics, baseline
comparisons, and performance assessment procedures.

III. EXPERIMENTAL SETUP

This section presents the experimental protocol designed to
evaluate the proposed Fed-LSTM-AE framework under
conditions representative of real-world federated learning in
V2X networks. The experimental configuration emulates
decentralized and privacy-preserving environments through
partitioned, non-IID client datasets and distributed training
processes. The evaluation methodology comprises five core
components: dataset preprocessing, simulation of the federated
learning environment, model configuration and training
strategy, comparative baseline methods, and the set of
performance metrics used for both global and per-attack
analyses.

To validate the Fed-LSTM-AE framework under realistic
federated V2X conditions, we use the VeReMi dataset, which
provides time-stamped Cooperative Awareness Messages
(CAMs) from simulated urban traffic, including both benign
and multiple attack types. Data preprocessing involves
selecting key features (position, speed, heading, timestamp),
grouping CAMs into overlapping sequences of 20-time steps,
and applying min—max normalization. The dataset is split into
10 non-overlapping, non-IID client subsets, each simulating a
unique vehicle's communication log. Only benign data are used
for client-side training, whereas attack samples are reserved for
evaluation, reflecting real-world constraints.

Federated learning is simulated with the Flower framework
using 10 virtual clients. Experiments are run on a workstation
with an NVIDIA RTX 3090 GPU, 128 GB RAM, and AMD
Ryzen 7950X CPU, using Python 3.10, TensorFlow 2.11, and
Flower 1.4. Each client trains locally for five epochs per round,
and in each round, five randomly selected clients participate.
The server aggregates models using FedAvg, weighted by
sample size, over 30 communication rounds.

The LSTM autoencoder architecture consists of two
encoder LSTM layers (64 and 32 units) and two decoder
LSTM Ilayers (32 and 64 units), with a latent vector size of 32
and dropout of 0.2 after each layer. Training uses the Adam
optimizer (learning rate le-3), MSE loss, and batch size 64.
Anomaly detection is based on the 95th percentile of
reconstruction losses on benign validation data.

The study performed a thorough evaluation of four leading
baseline models through the same training process with
preprocessed VeReMi data. The baselines consist of four
models, which are the centralized LSTM classifier, the 1D
CNN classifier, the Random Forest classifier, and the Isolation
Forest detector. The centralized models (LSTM, CNN,
Random Forest) were trained in a supervised manner on a
consolidated dataset containing labeled benign and attack
samples. In contrast, the proposed Fed-LSTM-AE framework
and the Isolation Forest baseline operate in an unsupervised
setting, utilizing only benign data for training. We assess
performance using accuracy, precision, recall, F1-score, and
ROC-AUC and also provide per-attack analysis for all
adversarial scenarios in VeReMi. This protocol ensures a
rigorous and reproducible evaluation of Fed-LSTM-AE under
heterogeneous,  privacy-preserving  federated  learning
conditions.
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IV. RESULTS AND DISCUSSION

The proposed Fed-LSTM-AE framework undergoes
empirical evaluation using the VeReMi dataset under federated
learning restrictions. The framework undergoes evaluation
against four baseline models, which include a centralized
LSTM classifier, a 1D-CNN classifier, a Random Forest
classifier, and an Isolation Forest detector. The evaluation
metrics for model performance include F1-score, precision,
recall, ROC-AUC, and Area Under the Precision—Recall Curve
(PR-AUC). The evaluation process includes aggregate results
and per-attack performance analysis to provide a detailed
assessment of model robustness across different adversarial
scenarios. The experiments are performed under federated
conditions, which mimic actual V2X network environments
with non-IID client data.

A. Overall Detection Performance

The proposed Fed-LSTM-AE framework demonstrates its
overall anomaly detection performance in Table I, which
includes four baseline models. The evaluation of all models
used identical preprocessed inputs, which included normalized,
fixed-length V2X communication sequences extracted from the
VeReMi dataset.

TABLE L AGGREGATE PERFORMANCE COMPARISON OF

DETECTION MODELS ON THE VEREMI DATASET

Method F1-score | Precision | Recall | ROC-AUC |PR-AUC

Fed-LSTM-AE 0.963 0.997 0.931 0.966 0.979
(proposed)

Centralized LSTM 0.928 0.995 0.869 0.945 0.963
1D CNN 0.943 0.994 0.896 0.967 0.978
Random Forest 0.929 0.944 0.915 0.953 0.967
Isolation Forest 0.667 0.627 0.712 0.715 0.778

The evaluation results show that Fed-LSTM-AE

outperforms all baseline approaches in every assessment
metric. The framework reaches an Fl-score of 0.963, which
demonstrates a strong equilibrium between precision and recall.
The precision score of 0.997 indicates an extremely low false-
positive rate, which is essential for safety-critical vehicular
applications. The supervised models, LSTM and 1D-CNN,
achieve competitive results but require labeled attack data and
centralized training, which proves impractical for privacy-
sensitive and bandwidth-limited vehicular environments. The
unsupervised  Isolation  Forest  demonstrates inferior
performance compared to other methods because it operates
without labels and produces poor results in Fl-score and
precision metrics. The results indicate that Fed-LSTM-AE
provides effective anomaly detection in decentralized, label-
free systems, making it a practical and scalable solution for
real-time V2X network intrusion detection. The model's
discriminative power is further analyzed in Figure 1, which
shows the reconstruction score distributions and ROC curve for
Fed-LSTM-AE. The left plot demonstrates how benign and
attack score densities separate distinctly through a threshold
that minimizes false-positive occurrences. The ROC curve
shows an AUC value of 0.970, which demonstrates the model's
strong classification confidence.

B. Per-Attack Performance

To assess the robustness of the proposed framework across
different adversarial scenarios, detection performance was
disaggregated by attack type. Table II reports the Fl-scores for
each model against the four primary attack classes in the
VeReMi dataset: GPS spoofing, position injection, replay
attack, and Sybil attack.
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Fig. 1. Fed-LSTM-AE framework results: (a) reconstruction score
distribution, (b) ROC curve.

TABLEII. PER-ATTACK F1-SCORE COMPARISON ACROSS
EVALUATED MODELS
GPS Position Replay Sybil
Model spoofing injection attack attack
Fed-LSTM-AE 0.945 0.915 0.901 0.930
(proposed)

Centralized LSTM 0.912 0.889 0.873 0.899
1D CNN 0.883 0.851 0.837 0.871
Random Forest 0.842 0.801 0.779 0.808
Isolation Forest 0.796 0.765 0.721 0.782

As shown in Figure 2, the proposed Fed-LSTM-AE
achieves the highest Fl-scores across all four attack types,
demonstrating strong generalization capabilities under
heterogeneous threat conditions. Notably, the model performs
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particularly well in detecting GPS spoofing (0.945) and Sybil
attacks (0.930), which are considered among the most
deceptive and disruptive forms of misbehavior in vehicular

networks due to their exploitation of spatial or identity-based
inconsistencies.

I Fed-LSTM-AE m LSTM Classifier B 1D CNN mm Random Forest Bl Isolation Forest

1.00

g

g ~ n §
0.95 A b=y 5'2 S

o o

0.90 4
0.85 1

Fl-score
o
@
o

0.75 4
0.70 A
0.65 1
0.60 -
1 jon ck ck
ooi\t\g < ecti0 AtEa | Bt
cps °° positio” o rep'®y syv!
Attack Type
Fig. 2. F1-score comparison of different detection methods across various attack types.

Despite being trained exclusively on benign data, the Fed-
LSTM-AE framework sustains high detection performance
across all categories, highlighting its capacity for zero-day
anomaly detection. This stands in contrast to supervised
baselines (e.g., LSTM and CNN), which rely on labeled attack
samples and centralized training infrastructure—conditions that
may be infeasible or undesirable in real-world deployments.
The relatively lower and less consistent F1-scores exhibited by
Isolation Forest further emphasize the limitations of static
feature-based anomaly detection and reinforce the importance
of leveraging temporal representations through sequential
modeling architectures such as LSTM autoencoders. These
results affirm that the Fed-LSTM-AE framework is not only
accurate at an aggregate level but also robust across distinct
attack vectors, making it a viable candidate for practical,
privacy-preserving intrusion detection in V2X networks.

The baseline models produced performance results that
matched typical outcomes found in V2X security studies.
Authors in [22] show that deep learning models (LSTMs,
CNNs) outperform traditional machine learning methods
(Random Forest) in detecting complex anomalies, as observed
in this study. Authors in [23] and [24] also show that deep
learning-based sequential models perform better than ensemble
methods for vehicular network data analysis. Building on these
findings, the Fed-LSTM-AE framework demonstrates superior
performance compared to the baseline models according to the
experimental results. The results also demonstrate that
federated learning maintains privacy protection while reaching
the same accuracy levels as conventional methods. The system
achieves performance levels that match or surpass traditional

centralized methods because of its distributed vehicular node
knowledge acquisition process, which follows the privacy-
preserving machine learning trends for the Internet of Vehicles
(IoV) as described in [25].

V. CONCLUSION

The study presented a novel Federated Long Short-Term
Memory Autoencoder (Fed-LSTM-AE) system for Vehicle-to-
Everything (V2X) network anomaly detection through the
combination of deep sequential learning with privacy-
preserving federated learning. The Fed-LSTM-AE system
learns normal traffic patterns locally through decentralized
processing and detects anomalies through reconstruction loss to
identify new attacks in real time. Experiments conducted using
the VeReMi dataset demonstrate that the Fed-LSTM-AE
framework surpasses all state-of-the-art supervised and
unsupervised baselines by achieving high F1-scores, precision,
and recall across multiple attack types, while also ensuring
efficient convergence in non-Independent and Identically
Distributed (non-IID) federated environments. The framework
demonstrates strong performance and practical deployment
potential for connected vehicle systems because it maintains
privacy protection, requires minimal communication, and
adapts to different environments. Future work will focus on
integrating heterogeneous model architectures for different
client hardware while incorporating differential privacy and
secure aggregation mechanisms to enhance trust and
compliance. Moreover, testing within real-world or digital twin
vehicular environments will be conducted to evaluate system
performance under changing conditions.
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