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ABSTRACT

The increasing number of online financial transactions, particularly those involving credit cards,
underscores the urgent need for robust security systems to mitigate financial losses due to fraud. This
paper presents a novel machine learning-based approach to credit card fraud detection that addresses the
growing demand for enhanced security. Unlike traditional single-model approaches, the proposed
ensemble model uniquely combines random forest, logistic regression, and AdaBoost techniques to
accurately distinguish between legitimate and fraudulent transactions. The novelty of this work lies in its
innovative soft voting mechanism, which aggregates the strengths of these diverse algorithms to achieve
superior classification accuracy and minimize false positives. By leveraging the complementary strengths
of each model, the ensemble approach provides a robust and adaptive framework capable of detecting
emerging fraud patterns in real-time. The results demonstrate that the proposed ensemble model
outperforms individual models, achieving an accuracy of 99.96%, a precision of 99.53%, and a recall of
100%, with an F1 score of 0.99 and an Area Under the Curve (AUC) of 1.0. These findings highlight the
model's ability to significantly reduce false positives and negatives, making it a highly reliable solution for
fraud detection. Furthermore, the model's performance was validated on the PaySim dataset, a large-scale
synthetic dataset, where it achieved a 99.97% accuracy, demonstrating its generalizability and robustness
in handling complex, real-world scenarios. This research contributes to the field by introducing a highly
extensible and adaptable fraud detection framework that improves current solutions and provides a
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foundation for future advancements in ensemble learning for fraud detection. The proposed model's ability
to integrate multiple classifiers while maintaining interpretability and computational efficiency sets it
apart from previous studies, offering a promising direction for enhancing the security of online financial

transactions.

Keywords-credit card fraud detection; machine learning; ensemble learning; logistic regression; AdaBoost;

random forest

I.  INTRODUCTION

Financial services have been rapidly digitized to the point
where financial transactions can be conducted in ways that
were previously impossible, making the process far more
convenient and accessible for consumers and businesses.
However, this has also increased the problem of credit card
fraud, which now poses a significant challenge to the financial
ecosystem. Recent reports identify 2021 as the year when
payment card fraud losses reached USD 32 billion, potentially
rising to USD 48 billion by 2025 [1]. This alarming trend
underscores the urgent need for robust, adaptive, and efficient
fraud detection mechanisms to mitigate financial losses for
consumers, businesses, and financial institutions. Traditionally,
rule-based approaches and systems have been used for fraud
detection. While they are capable of detecting known fraud
patterns, they rely on predefined rules and historical data.
Unfortunately, their inflexibility has made them increasingly
inadequate in today's rapidly evolving and changing financial
world. According to the authors in [2], rule-based systems are
still limited to identifying only pre-qualified fraud patterns that
can serve as targets for new and unprecedented fraud strategies.
Typically, this results in a high false negative rate, i.e.,
fraudulent transactions are not detected, and a high false
positive rate, i.e., many false alarms are generated, requiring
costly manual intervention [3, 4]. In addition, due to the static
nature of these systems, they need to be updated regularly as
fraudsters' tactics are constantly changing, making them less
efficient [5, 6].

To address these challenges, Machine Learning (ML) has
been considered as a promising alternative for fraud detection.
With the potential of ML models to process huge amounts of
data, identify complex patterns, and easily adapt to new
deceptions and fraud strategies in real-time, they have made
great progress in improving fraud detection systems [7]. In
terms of fraud detection, single ML models such as Support
Vector Machines (SVMs), decision trees, and neural networks
have been widely used and provide some good insights from
the transaction data. For example, SVMs are very proficient in
high-dimensional datasets and binary classification, while
decision trees have the interpretability that is key to identifying
determinants in fraud detection outcomes [8]. Neural networks,
on the other hand, excel at modeling non-linear patterns,
making them effective at identifying complex fraud schemes

[9].

Despite their strengths, single ML models have limitations.
Financial transaction data are often dynamic and imbalanced,
leading to high rates of false positives and false negatives. In
addition, these models require extensive data reformatting and
are prone to overfitting, especially in high-dimensional datasets
[10]. To address these shortcomings, researchers have focused
on ensemble learning methods. Ensemble techniques have

shown superior performance in fraud detection, for example, in
terms of improved accuracy, precision and robustness when
compared to single-model approaches [11].

Recent studies have demonstrated the effectiveness of these
methods for fraud detection. For example, random forest,
Adaptive Boosting (AdaBoost), and gradient boosting, as well
as their ensemble models, have achieved accuracies of up to
95% [12, 13]. This is because these models work very well
with imbalanced datasets and also mitigate false positives and
negatives as fraud patterns change. However, the success of the
existing ensemble methods has some shortcomings. The
aforementioned methods combine similar types of models,
such as tree-based algorithms, so they may not take advantage
of different patterns that exist in the data [14]. Authors in [15]
mention that some ensemble models lack interpretability,
which is essential for real-life applications, especially in the
financial sector where transparency is crucial. Furthermore,
many studies ignore the problems of real-time processing and
class imbalance, which are critical for effective fraud detection
in dynamic environments [16].

This study addresses existing gaps by proposing a novel
ensemble model that combines random forest, logistic
regression, and AdaBoost. Logistic regression adds
interpretability and probabilistic outputs, while random forest
and AdaBoost enhance accuracy and robustness. By integrating
these algorithms, the model overcomes the limitations of
single-model and existing ensemble approaches, offering a
more effective solution for real-time fraud detection. It is
designed to handle imbalanced datasets, reduce false
positives/negatives, and adapt to evolving fraud patterns.

II. METHODOLOGY

The main steps of the proposed model are shown in Figure
1, including data preparation and implementation of the
ensemble model. Before using preprocessing steps such as
outlier removal, missing value handling, and one-hot encoding
to classify the transactions as legitimate or fraudulent, an
autoencoder is used to train these transactions. This
preprocessing enhances the ensemble model to accurately
classify data using various algorithms.

Data Pre-processing

Outlier

. N Developing Ensemble Ll
Handling Null Model

Values

Classify as Fraud or

Dataset Legitimate

One-Hot
Encoding

Fig. 1. Proposed credit card fraud transaction detection.
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A. Data Collection

The data used in this research were obtained from Kaggle.
The customer credit dataset [17, 18] was primarily used to train
the ensemble model and evaluate its initial performance and
efficiency. To further validate and confirm the model, the
PaySim dataset [19, 20], a synthetic dataset of online payment
transactions, was used. In this paper, the datasets were selected
based on applicability and variability, and the models were
trained and evaluated on the selected datasets.

1) Data Preparation

Data preparation is critical to correctly modeling the data.
In this study, the dataset was cleaned to remove outliers and
handle missing values to provide quality data for analysis.

a) Heatmap Analysis

Figure 2 shows a heatmap of the correlation matrix of
financial behaviors and the transactions performed by the users.
The rows are the transaction type and the columns are the
customer ID or category. There is a strong positive relationship
between 'balance' and ‘'balance_frequency', meaning that
customers with high balances have more frequent transactions.

BALANCE_FREQUENCY -0.32

Correlation Heatmap
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Similarly, 'purchases’ and 'oneoff purchases' are highly
correlated, indicating that one-time customers are also the
highest spenders. However, 'credit_limit' and 'payments' have
very low correlation coefficients. The heatmap summarizes
which features to select and which to exclude when interpreting
the model.

b) Outlier Detection

Z-scores identify anomalies by measuring deviations from
the mean of the dataset. Data points that exceed a specified set
(e.g., £1.0) are flagged as outliers, improving data reliability
[21].

¢) Handling Missing Values

Missing entries were identified and removed to maintain
dataset consistency. This simple yet essential step ensures that
the model is accurate. However, care was taken to ensure the
dataset's distribution [22].

d) One-Hot Encoding

Binary columns were created from categorical variables,
preserving data integrity and using one-hot encoding. This
contributes to efficient model training [23].
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Fig. 2. Heatmap of feature correlations.
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III. MODEL DEVELOPMENT

This paper presents an ensemble model to improve the
predictive capabilities of fraud detection. Figure 3 illustrates
the ensemble approach, which combines multiple machine
learning techniques to improve precision and robustness.

Logistic
Regression

Random Forest

¥

Output1

Predicted
Output

Fig. 3. Ensemble model.

A. Dataset

The success of a machine learning model depends on the
quality of the dataset and rigorous preprocessing. In this study,
the customer credit dataset [17] with 8,950 entries and 18
features was used, identifying key customer attributes as
features and fraud indicators as the target variable.

1) Outlier Detection and Fraud Flag Creation

Outlier detection was conducted using the z-score method,
which measures deviations from the mean. The z-scores for the
‘purchases' feature were calculated and transactions greater than
+1.0 were flagged as outliers in order to identify anomalies
without being too restrictive. Outliers were flagged as 1 for
probable fraud and others were flagged as 0, based on a new
binary 'fraud_flag' column for machine learning models. Figure
4 shows the added 'fraud_flag' column, which flags outliers as
potential fraud. This improves the model's ability to distinguish
normal from abnormal patterns, thereby improving fraud
detection results.

FRAUD_FLAG

0
1

Fig. 4. Fraud_flag column.

2) Handling Missing Values

There were found 14 missing values: 1 in "credit_limit" and
13 in "minimum_payments." Due to the small number, the

missing data were removed using Pandas' drop function,
resulting in a dataset of 8,636 entries with 20 columns,
including the added features 'z_score' and 'fraud_flag'. This
approach improved the model's robustness and prediction
accuracy by ensuring complete and reliable data.

3) Feature Encoding

The dataset has a categorical attribute, 'cust_id," which
represents different customer IDs. Since most machine learning
algorithms typically require numerical inputs, a one-hot
encoder was used to convert this categorical information into a
numerical format. The encoding was done using the
ColumnTransformer, which transformed the 'cust_id' attribute
into a set of binary features, all related to unique customer IDs.

B. Ensemble Model Development

A voting classifier was used to combine several machine
learning techniques to create the ensemble model. The
ensemble method combines the most valuable features of
several models, including logistic regression, random forest,
and AdaBoost, to create a more robust, flexible support system
for decision-making.

1) Aggregation of Model Outputs

Finally, soft voting aggregates the outputs of individual
classifiers into a single, aggregated output. This ensemble
learning technique makes the class prediction by averaging the
predicted probabilities for each class across all classifiers and
selecting the class with the highest averaged probability as the
final prediction. Soft voting leverages the strengths of random
forest, logistic regression, and AdaBoost classifiers to provide
robustness and accuracy [24], allowing for more reliable
decisions by combining multiple classifiers, especially in high-
stakes scenarios such as fraud detection. For example, if
random forest claims that there is no fraud, there is high
confidence. If logistic regression claims there is fraud, the
confidence is moderate. AdaBoost supports fraud with high
confidence. This is the mechanism by which these probabilities
are combined. The results show that this approach improves
model performance by balancing the strengths of individual
classifiers and considering the confidence levels in the final
decision.

2) Classifiers
a) Random Forest

Random forest is a robust ensemble learning algorithm for
classification and regression tasks. During training, it
constructs multiple decision trees and outputs, and its
predictions can belong to a mode (classification) or a mean
(regression) [25]. Random forest was chosen for its ability to
survive large datasets with many features. It reduces variance
and thus increases stability and accuracy by averaging
predictions across trees, even with noisy data.

b) Logistic Regression

Logistic regression is a basic statistical model that has been
successfully used for binary classification. Fitting the data to an
S-shaped logistic curve predicts the probability of class
membership (e.g., fraud or non-fraud) [26]. Its simplicity and
interpretability make it an attractive addition to the ensemble
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model. Logistic regression provides linear decision boundaries
and probabilistic outputs that are helpful in scenarios that
require both classification and the probability of fraud. Logistic
regression is incorporated into the proposed method to enhance
more complex classifiers while maintaining interpretability in
predictions.

c¢) AdaBoost

AdaBoost allows us to get more out of the model by
focusing on the hard-to-classify cases. It combines different
weak classifiers and iteratively adjusts the training data weights
to give more weight to misclassified cases to form a strong
classifier [27]. AdaBoost was included to improve the
ensemble precision, especially when the ratio of fraudulent
(minority) to non-fraudulent (majority) transactions is
imbalanced. Ensemble's ability to correct for inaccuracies
improves its performance in the fraud detection task.

d) Ensemble Method

Each classifier independently analyzes the data and assigns
probabilities for predicting different patterns. These
probabilities are aggregated from random forest, logistic
regression, and AdaBoost, and the result is selected by the
ensemble model based on the maximum combined probability.
This method results in robust and reliable decision-making
with the best performance in this study. Figure 5 shows the
ensemble model pipeline, which consists of feature
transformation and voting classifier integration.

- Pipeline

'+ columntransformer: ColumnTransformer !

= onehotencoder » remainder

» OneHotEncoder | » passthrough

! e —— o
----------------------------------------------------- e
s votingclassifier: VotingClassifier :

logistic_regression random_forest ada_boost

» LogisticRegr‘essiong » AdaBoostClassifier

» RandomForestClassifier

Fig. 5. Pipeline structure for model integration.

Random forest, logistic regression and AdaBoost were
selected for the ensemble model because of their
complementary strengths and suitability for the challenges of
credit card fraud detection. Random forest was chosen for its
high accuracy, robustness to overfitting, and ability to handle
the high-dimensional data typical of transactional datasets.
Logistic regression was chosen for its simplicity,
interpretability and probabilistic outputs that are useful for
understanding the likelihood of fraud. AdaBoost was chosen
for its effectiveness in dealing with imbalanced datasets and its
ability to focus on hard-to-classify cases, which are important
for detecting rare fraudulent transactions. Other models, such
as neural networks and SVMs, were ruled out based on their
speed, interpretability, and ability to address issues like class
imbalance and high dimensionality. The ensemble approach
adds the strengths of the models and mitigates their weaknesses
by using the combined model, resulting in a robust and
efficient fraud detection system.

IV. MODEL EVALUATION

Accuracy, precision, recall, F1 score, confusion matrix and
Area Under the Curve (AUC) were used to evaluate the
performance of the proposed model [28].

Accuracy measures the total number of correct predictions
using the total number of predictions and the proportion of
correct predictions (true positive and true negative predictions):

ey

Precision assesses the accuracy of positive predictions,
calculated as the ratio of true positives to the sum of true
positives and false positives:

Number of correct predictions
Total number of predictions

Accuracy =

.. True Positives
Precision = — — 2)
True Positives+False Positives

Recall estimates how well the model detects all relevant
instances, defined as the ratio of true positives to the sum of
true positives and false negatives:

True Positives

Recall =

3

True Positives+False Negatives

The F1 score combines precision and recall into a harmonic
mean, providing a balanced evaluation of model performance:

Fl=2%——— )

Precisi0n+Recall
The confusion matrix captures the relationship between
actual and predicted outcomes, including:

e True positives (TP): Correctly classified fraud cases.

e False negatives (FN): Missed fraud cases.

o False positives (FP): Misclassified non-fraud cases.

e True negatives (TN): Correctly classified non-fraud cases.

Finally, AUC measures the model's ability to distinguish
between classes, with an AUC of 1 indicating perfect
performance [29, 30].

A. Results and Discussion

The results on the customer credit dataset are compared
between the individual classifiers and the ensemble model for
their effectiveness and practical implications. A detailed
summary of the metrics for logistic regression, random forest,
AdaBoost, and the ensemble model is shown in Table I, where
the ensemble model outperforms the others as follows:

e Accuracy: The ensemble model achieved an accuracy of
99.96%, only slightly lower than the best single model,
AdaBoost. This high level of accuracy indicates that the
model correctly diagnoses the majority of transactions as
fraudulent or non-fraudulent.

e Precision and recall: The ensemble model achieved a
perfect recall score of 1.0, detecting all fraudulent cases in
the test dataset, which is necessary to avoid missing fraud
cases. The score of 0.9953 is a high precision, meaning that
almost all of the transactions flagged as fraudulent were
correctly classified. The model is indeed reliable, as
supported by the balanced F1 score.
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e F1 score: The ensemble model achieved an F1 score of
0.99, indicating an excellent trade-off between precision
and recall. Class imbalance is common in fraud detection,
where the number of fraudulent cases is much smaller than
the number of non-fraudulent cases, which is particularly
critical.

e AUC and Receiver Operating Characteristic (ROC) curve:
As shown in Figure 6, the ROC curve of the ensemble
model resulted in an AUC of 1.0, which means perfect
discrimination between fraudulent and non-fraudulent
transactions. This indicates that the model is outstandingly
reliable for fraud detection.

e Confusion matrix: The confusion matrix, shown in Figure
7, indicates that the ensemble model is highly accurate,
with 2,376 true positives, 0 false positives, 0 false
negatives, and 214 true negatives. Such a model supports
error minimization and correct fraud detection.

TABLE L COMPARISON OF SINGLE ML ALGORITHMS VS.
THE ENSEMBLE MODEL
. F1
Model Accuracy Precision Recall
score
Logistic regression 0.9927 0.9756 0.95 0.9346
Random forest 0.9977 0.9940 0.97 0.9766
AdaBoost 0.9993 0.9953 0.98 0.99
Ensemble model 0.9996 0.9953 0.99 1
ROC Curve
1.0 td
,/
//
//
,/
0.8 e
o i
7’
5
-4 .,
@ 0.6 ot
> ’
2 -
Q. 0.4 /'
4
5 Re
//
0.2 Re
,/
//
i Model (AUC = 1.00)
0.0 - L’ ===+ Random Guess
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate
Fig. 6. AUC result of the fraud detection model.

Table II shows that the AdaBoost model was trained fastest
with 0.50 s. Logistic regression took 2.29 s due to its iterative
optimization. The ensemble model, which combines
predictions from multiple classifiers, took 60 s, and the random
forest, which builds different decision trees, took 25 s. These
results suggest a trade-off between complexity and training
time: simpler models, such as AdaBoost and logistic
regression, are fast to compute but less accurate; more complex
models, such as random forest and the ensemble model, are
more accurate but computationally demanding.

Confusion Matrix

2000

Non-Fraud

1500

1000

True Label

Fraud - o 214
500
. Lo
QP QP
«° &
&

Predicted Label

Fig. 7. Confusion matrix of the fraud detection model.
TABLE IL. TRAINING TIME COMPARISON
Model Traln:lsl)g time
AdaBoost 0.50
Logistic regression 2.29
Random forest 25
Ensemble model 60

B. Discussion of Ensemble Model Effectiveness

The results demonstrate the efficiency of integrating
multiple classifiers using a soft voting strategy across all key
metrics. Networked classifiers improve fraud classification
accuracy, precision, and recall (key to minimizing the false
positives and negatives). This method minimizes errors, by
providing good recall of all fraudulent transactions while
minimizing the misclassification of valid transactions as
fraudulent with high precision and accuracy.

The unique advantages of each classifier are used to
leverage the ensemble learning strategy, exceptionally soft
voting. Random forest, AdaBoost, and logistic regression have
strong baseline performance and interpretability. At the same
time, logistic regression is easier to interpret. The ensemble
model uses their outputs to produce a more accurate and
reliable fraud detection system.

C. Application on PaySim Dataset

The research models were evaluated in experiments on the
PaySim dataset [20] from Kaggle, a synthetic dataset of 6.4
million simulated online transactions across five categories.
The dataset was used to test the generalizability and robustness
of the ensemble model on a more complex structure. We
compared the ensemble model, trained and tested on PaySim,
to logistic regression, random forest, and AdaBoost in Table III
to show its performance in fraud detection. Table III shows that
the ensemble model achieved the highest accuracy of 99.97%.
Its precision of 99.05% significantly reduced false positives,
which is crucial to maintaining the integrity of fraud detection.
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With a recall rate of 80.10%, it outperformed individual models
in identifying fraudulent transactions. The F1 score of 85.64%,
which balances precision and recall, confirmed the thorough
and reliable performance of the ensemble model. The high
AUC score (Figure 8) further validates the ensemble model's
effectiveness in distinguishing between classes, even in large-
scale datasets such as PaySim.

TABLE III. COMPARISON OF SINGLE ML ALGORITHMS VS.
THE ENSEMBLE MODEL ON PAYSIM DATASET
. F1
Model Accuracy Precision Recall
score

Logistic regression 0.9976 0.3223 0.8000 | 0.4595
Random forest 0.9996 0.9905 0.7144 | 0.8301
AdaBoost 0.9993 0.8606 0.5193 | 0.6478
Ensemble model 0.9997 0.9905 0.8010 | 0.8564

Receiver Operating Characteristic (ROC) Curve

0.8

0.6

0.4

True Positive Rate

Ensemble Model (AUC = 0.99)
—— Random Forest (AUC = 0.77)
—— Logistic Regression (AUC = 0.83)
— AdaBoost (AUC = 0.51)

0.2

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Fig. 8. AUC result on PaySim dataset.

Table IV shows the training times for logistic regression
(3.39 s), AdaBoost (79.28 s), random forest (146.28 s), and the
ensemble model (508.73 s), highlighting the trade-off between
complexity and efficiency. Logistic regression is the fastest due
to its simplicity. AdaBoost and random forest take longer due
to iterative weak learner generation and decision tree
construction. The ensemble model takes the longest because it
combines individual classifiers and merges their outputs. While
complex models like ensemble provide higher accuracy, they
are less suitable for time-critical or resource-constrained
applications.

TABLEIV. TRAINING TIME COMPARISON ON PAYSIM
DATASET
Model Training time
(s)
AdaBoost 79.28
Logistic regression 3.39
Random forest 146.28
Ensemble model 508.73

V. CONCLUSION

This study proposes an ensemble machine learning model
that combines random forest, logistic regression, and Adaptive
Boosting (AdaBoost) to improve credit card fraud detection.
The model was rigorously evaluated on two datasets, the
customer credit dataset and the PaySim dataset, and
demonstrated superior performance compared to individual
classifiers. Key results include an accuracy of 99.96% on the
customer credit dataset and 99.97% on the PaySim dataset,
with precision and recall rates consistently outperforming
standalone models. The ensemble model achieved a perfect
Area Under the Curve (AUC) score of 1.0 on the customer
credit dataset and a high AUC of 0.99 on the PaySim dataset,
underscoring its robustness in distinguishing between
fraudulent and legitimate transactions.

While the ensemble model demonstrates superior
performance in terms of accuracy, precision, and recall, it
comes at a higher computational cost. The training time for the
ensemble model was significantly longer (60 s on the customer
credit dataset and 508.73 s on the PaySim dataset) compared to
individual models like logistic regression (2.29 s) and
AdaBoost (0.50 s). This trade-off between accuracy and
computational efficiency is an important consideration for real-
time fraud detection systems, where resource constraints and
processing speed are critical. Future work could explore
optimization techniques, such as parallel processing or model
pruning, to reduce the computational burden while maintaining
high performance.

This study makes an important contribution to the field in
several ways. Previous work has explored ensemble methods
combining random forest with gradient boosting or combining
a bagging and boosting approach, but the model of this paper
offers an original combination of random forest, logistic
regression, and AdaBoost. This combination improves the
interpretability of the model, a property that is often discarded
in the practice of ensembles. Furthermore, the proposed model
is also more efficient in solving class imbalance problems than
a single model solution, which cannot achieve a low false
positive rate in imbalanced datasets.

The practical implications of this work are significant.
Financial institutions and e-commerce platforms can deploy
this ensemble model to detect fraudulent transactions in real-
time, reducing financial losses and increasing customer trust.
The model's ability to adapt to dynamic fraud patterns makes it
particularly valuable in today's rapidly evolving digital
economy. In addition, the inclusion of logistic regression
provides a level of interpretability that is critical for regulatory
compliance and stakeholder communication.

Future work could explore the integration of federated
learning to enhance the model's scalability and privacy-
preserving capabilities. Federated learning would allow
multiple institutions to jointly train the model without sharing
sensitive data, further enhancing its robustness and
generalizability. This approach is consistent with the growing
emphasis on data privacy and security in financial transactions.
In summary, this study contributes to credit card fraud
detection by proposing a novel ensemble model that
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outperforms existing methods in terms of accuracy, precision,
and recall. By addressing key challenges such as class
imbalance and interpretability, this research provides a robust
and practical solution for real-world fraud detection
applications.
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